Instructions for

SEN Firewall IP Port Block Waiver Request Form

BEFORE completing this form:

1. E-copies of waiver requests may only be submitted to the SEN Firewall Review Board (SFRB) Chair (sfrb-chair@sci.gsfc.nasa.gov). 

2. The SFRB cannot review waiver requests for services requested on non-standard ports without a prior CIO waiver (see IANA URL below for standard port listing); accordingly, reasonable efforts should be made to conform to standard ports. 

3. Web port waivers are under the jurisdiction of the GSFC Webmaster, URL below.  Please refer to that site for access through GSFC standard web ports 80, 443, and 8080.  

4. All FTP, SSH, and SMTP (e-mail) server ports that need inbound access from non-SEN clients must be registered by submitting a SEN Server Port Registration Form to sen-reg@sci.gsfc.nasa.gov. 

INSTRUCTIONS

· Allow up to 7 working days for the SFRB review. 

· Annual renewal is required.

· Questions should be directed sen-help@sci.gsfc.nasa.gov

Form delivery and implementation process:

Email a completed electronic copy of the SEN Firewall IP Port Block Waiver Request Form to the SFRB Chair (sfrb-chair@sci.gsfc.nasa.gov). The SFRB Chair sends the waiver out to the full SFRB for  review and vote. Hand/postal deliver (to building 28 room W277) or fax (to 301-286-1634) a duly signed hard copy of the SEN Firewall IP Port Block Waiver Request to the SEN Project Manager Bill Fink (606.1), who will arrange its delivery to the SFRB Chair. A signed hard copy is not required  for waiver modifications.  

Explanation of each item in the waiver request form:

1. Enter the date the waiver request is submitted, and select type of request (it is possible to be both a renewal and modification). 

2. Enter the Project or Organization that owns the system and the Code of system ownership. 

3. Be as specific as possible when describing the application or network service, including a description of the data and its flow(s).  Additional requirements must be met for SBU (Sensitive But Unclassified) and Export Controlled traffic.

4. Provide sufficient detail to establish a technically sound and compelling argument for this waiver, including any adverse impact(s) your project will encounter if this waiver is denied.  Describe any viable alternatives for this waiver and why they cannot be implemented, or when they can be implemented. 

5. Classify data - Public, SBU (Sensitive But Unclassified), or Export Controlled - to determine transmission encryption requirements [SBU and Export Controlled data require encryption in transit]. 

6. Verify every SEN-connected system affected by this waiver request has an accurate and complete SEN registration by sending email to sen-reg@sci.gsfc.nasa.gov with any updates or ask for a copy to check the registered info. 

7. List each source IP address, range, or subnet.  (A “source” is the system initiating the session.)  

8. List each destination IP address, range, or subnet.  (A “destination” is the system a source seeks to access through the firewall.)   It is helpful to provide the FQDN (fully qualified domain name) for any SEN servers that are listed; further, all IP addresses should resolve, or block information should be available via Whois.  

9. List the port/protocol over which the session traffic flows (syntax: Port/Protocol).    

Examples for IP address and port entries (7 thru 9) 

A - Allows remote (from outside the SEN firewall) version control of CVS configuration management package by software developers.

B - Provides access for SEN systems (behind the SEN firewall) to remote scientific tracking system. 

C - Kerberos and Kerberos-admin.

D - Provides SEN access to remote VPN server. 

	Example
	7. Source IP Address
	8.
Destination IP Address
	9.
Destination Port,  Protocol

	A
	xxx.xxx.xxx.xxx,

xxx.xxx.xxx.xxx,

xxx.xxx.xxx.xxx,

xxx.xxx.xxx.xxx
	169.154.xxx.xxx
	2401/TCP

	B
	169.154.xxx.xxx - xxx.xxx,

169.154.xxx.xxx,

169.154.xxx.xxx
	xxx.xxx.xxx.xxx
	900/TCP

	C
	169.154.xxx.xxx
	xxx.xxx.xxx.xxx
	88/TCP, 749/TCP

	D
	169.154.xxx.xxx, 

169.154.xxx.xxx, 

169.154.xxx.xxx
	xxx.xxx.xxx.xxx
	IPsec VPN: 500/UDP, 4500/UDP,  & IP protocols 50 & 51

	D
	xxx.xxx.xxx.xxx
	169.154.xxx.xxx, 

169.154.xxx.xxx, 

169.154.xxx.xxx
	IPsec VPN: 500/UDP, 4500/UDP,  & IP protocols 50 & 51


10.   Specify a beginning date or timeframe that this service will be required by this project.  Note: annual renewal is required.  

11.   List any special requirements.

12.   List project technical point of contact to address any questions that the SFRB may have. 

13.   Identify the Agency Number for the IT Security Plan covering the SEN-connected host(s). 

14.   The Sys-admin responsible for each SEN-connected system listed herein must sign the waiver request form, including those who may be located off-Center and not in Lists.  If a waiver includes several SEN-connected systems that are administered by more than one Sys-admin, each Sys-admin must sign and identify the system(s) for which they are responsible next to their name in the “Print Name” block.  For systems where a group of Sys-admins is responsible, at least one representative from the group must sign.  

Note: Some Directorates may also require the responsible CSO’s signature in addition to the    

Sys-admin.  

Helpful links: 

SFRB info, SEN default firewall ruleset, SEN Server Port Registration Form & waiver request 

forms: http://science.gsfc.nasa.gov/606.1/SENuser.html

List of standard ports, IANA: http://www.iana.org/assignments/port-numbers 

GSFC Web Port Consulting Service: https://itcd.gsfc.nasa.gov/PandS/SITS/wcs-index.html

GSFC Web Port Waiver Information: https://itcd.gsfc.nasa.gov/PandS/SITS/web-port-waivers.html

